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ABSTRACT

Cloud Computing is an emerging technology for pssa®g and storing very large amounts of data. Sonest anoma-
lies and defects affect part of the cloud infrastune, resulting in a performance degradation af tloud. This paper
proposes a performance measurement framework foudCIComputing systems, which integrates softwawditgu
concepts from ISO 25010.
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1. Introduction A performance measurement framework (PMF) for
CCS should propose a means to identify and quantify
"normal cluster behavior,” which can serve as &las

for detecting possible anomalies in the computees (
nodes in a cluster) that may impact cloud perforcean

To achieve this goal, methods are needed to caffect
necessary base measures specific to CCS performance
and analysis models must be designed to deterrhme t
relationships that exist among these measures.

The ISO International Vocabulary of Metrology (VIM)
[3] defines ameasurement methaas a generic descrip-
tion of a logical organization of operations used i
measurement, and amalysis models an algorithm or
calculation combining one or more measures obtained
from a measurement method to produce evaluations or
estimates relevant to the information needed faisin
making.

The purpose of a measurement process, as desaribed
ISO 15939 [4], is to collect, analyze, and repatadre-
lating to the products developed and processeseimpl
mented within the organizational unit, to suppdfee
tive management of the process, and to objectively
demonstrate the quality of the products.

ISO 15939 [4] defines four sequential activitiestad-
lish and sustain measurement commitment, plan the
measurement process, perform the measurement proces
and evaluate the measurement. These activitiepare

Cloud Computing (CC) is an emerging technology @me
at processing and storing very large amounts &. dais
an internet-based technology in which severalidisted
computers work together to efficiently process darg
amounts of information, while ensuring the rapia-pr
cessing of query results to users. Some CC usefsrpr
not to own the physical infrastructure they arengsi
instead, they rent cloud infrastructure, or a clqulat-
form or software, from a third-party provider. Thes-
frastructure application options delivered as aiserare
known as Cloud Services [1].

One of the most important challenges in delivering
Cloud Services is to ensure that they are faudréoit.
Failures and anomalies can degrade these serands,
impact their quality, and even the availability.céeding
to Coulouris [2], a failure occurs in distributegsgems
(DS), like CC systems (CCS), when a process oma Co
munication channel departs from what is consideced
be its normal or desired behavior. CCS includetlzd|
technical resources clouds have in order to process
formation, like software, hardware, and network- ele
ments, for example. An anomaly is different, inttita
slows down part of a CCS without making it fail com
pletely, impacting the performance of tasks withodes
and, consequently, of the system itself.
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formed in an iterative cycle that allows for comiius Other authors have tried to predict the performaofce
feedback and improvement of the measurement processomplex systems (computer clusters, for example) by
as shown in Figure 1. simulating cluster behavior using a virtual envirant.

For instance, Rao [6] estimates the variation obter
performance through changes in task size, as wdha
: time taken to solve a particular problem. He ha® al
! built a predictive model using regression analysisn-
P\ Gommimens J O\ e S N vestigate the behavior of the system and predetptr-

Measurement User Feedback

___________________________ Information
! Products &
Planning Performance
Measures

|nformation

formance of the cluster.
Other published approaches have focused on the reli
bility aspects of large, high-performance compugys-

Performance Measurement Framework (PMF)
for Cloud Computing

Figure 1. Sequence of activities in a measurementqeess. tems in order to measure system performance. Jifjith
(adapted from the 1ISO 5939 measurement process mdde  observes that failure occurrence has an impactath b
[4]). system performance and operational costs. He pespos

) _ _ _ .. an automatic mechanism for anomaly detection timas a
This work presents a PMF in which the two actigitie g jgentify the root causes of anomalies and faSitsith
recommended by the ISO 15939 measurement procesy] nas also developed an automatic anomaly detecti
are developed; 1) establish measurement commitment,smework that is aimed at processing massive veim
and 2) plan the measurement process. This frameworlgs 4ata using a technique based on pattern re¢ognin
defines the requirements for the CC performancesmea 5 cg5e study, Smith identifies health-related e
urement, the type of data to be collected, ancctheria which are then used for anomaly detection. Eadhexe

for evaluating the resulting information. In futwerk,  yariaples is related to a system characteristich(sas
the design of a measurement method and a perfoEmanqser ytilization, CPU idle time, memory utilizatiohO
measurement model for CCS will be developed. volume operations). Once the measurement data have

This paper is structured as follows. Section 2 Mmes  peen collected, he proposes clustering categosiesye
related work on performance measurement for compute 5, gutlier detector identifies the nodes that piddéy
-based systems. Section 3 establishes the perfesman paye anomalies. Finally, a list of those possibienaa-
context for CC by defining the basic concepts af@e  jies s sent to a system administrator who hasestper-
mance and developing an overview of the elements inge tg quickly confirm whether or not an anomatjsts.
volved in the measurement process. Section 4 pI®Sen gmjth's research presents interesting avenuesher t
the design of the proposed PMF for CCS using COSMICyeasurement of system performance from various per-
concepts. In addition, this section introduces aiper of spectives. Further work is needed to define argiated

key international standards terms, related to perfo mgge| of performance measurement, which would in-

in this section. Finally, section 5 summarizes ¢batri- ers.
butions of this research and suggests future work.

2. Related Work 2.2.Jain’s system performance concepts and sub
2.1.Performance measurement approaches for concepts
computer systems A well known perspective for system performance

Currently, the measurement of computer-based syster1€asurement is proposed by Jain [8], who maintaiats
(CBS) performance has been investigated in the aomp @ Performance study must first establish a seteofop
er science literature from the following viewpoinisad ~ Mance criteria (or characteristics) to help toyaut the
balancing, network intrusion detection, and hosttest ~SyStém measurement process. He notes that if ansyst
maintenance. For example, Burges [5] defines systenPerforms a service correctly, its performance psdgily
performance as “normal behavior,” and proposes thatmeasured using three sub concepts: 1) responsiejes
this behavior can only be determined by learninguab ~ Productivity, and 3) utilization, and proposes aase
past events and by modeling future behavior usiatiss urement process for each. In addition, Jain ndtasfor
tics from the past and observing present behavior. ~ ©ach service request made to a system, there egeabe
cording to Burges, modern computing systems are- Composs_lble outcomes, which can be classme_d in tloage
plex: they are composed of many interacting subsyst ~ €dories: the system may perform the service cdyrect
which makes their collective behavior intricate amtl ~ incorrectly, or it may refuse to perform the seevaito-

the same time, influences the performance of thelevh 9€ther. Moreover, he defines three sub conceptiass
system. ated with each of these possible outcomes whiatcaff

system performance: 1) speed, 2) reliability, and 3
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availability. Figure 2 presents the possible outesraf a  and the 1SO 25010 concepts and sub concepts fam th
service request to a system and the sub concegisias basis of our definition of the performance conaepC.

ated with them. 3. Definition and Decomposition of the
Performance  Concept for  Cloud

Computing
3.1.Definition of the performance concept for
System —
L Cloud Computing
Requestfor

cervice Based on the performance perspectives presentddity

and the product quality characteristics defined|${

service Service not 25010, we propose the following definition of CC&p

performed performed

formance measurement:

“The performance of a Cloud Computing system is de-
termined by analysis of the characteristics invdlva
[ Performed ] [ Performed ] performing an efficient and reliable service thatets

{availability)

pi ey, requirements under stated conditions and within the
maximum limits of the system parameters.”

Although at first sight this definition may seemnto
plex, it only includes the sub concepts necessaopatry
out CCS performance measurement from three perspec-
2.3.1SO 25010 performance concepts and sub tives: 1) users, 2) developers, and 3) maintainers.

concepts Furthermore, from the literature review, a numblesubd

concepts have been identified that could be dyeet
lated to the concept of performance, such as:

Performance efficiency: The amount of resources
used under stated conditions. Resources can include
software products, the software and hardware cordig
tion of the system, and materials.

Time behavior: The degree to which the response
and processing times and throughput rates of augtant
system, when performing its functions, meet require
ments.

Figure 2. Possible outcomes of a service requestasystem,
according to Jain [10].

There are several software engineering standardy®n

tem and software quality models, such as ISO 25910

which is a revision of the ISO 9126-1 [10] softwareal-

ity model. The ISO 25010 standard defines software

product and computer system quality from two didtin

perspectives: 1) a quality in use model, and 2)oalyrct

quality model:

1) The quality in use model is composed of five charac
teristics that relate to the outcome of an inteoact

when a product is used in a particular contextss. u v Th hich th . limi
This quality model is applicable to the entire ramg ~ ©.  C@pacity: The degree to which the maximum limits

use of the human-computer system. including both©f @ Product or system parameter meet requirements.

systems and software. . Resource utilization: The degree to which the
2) The product quality model is composed of eight @mounts and types of resources used by a product or

characteristics that relate to the static propergé  SYStem when performing its functions meet requirgisie

software and the dynamic properties of the computer  Reliability: The degree to which a system, product
system. or component performs specified functions undecispe

fied conditions for a specified period of time.

This product quality model is applicable to botlstesyns *  Maturity: The degree to which a system meets
and software. According to ISO 25010, the propsrtie  needs for reliability under normal operation.

both determine the quality of the product in aipatar ~ *  Availability: The degree to which a system, product
context, based on user requirements. For example, p Or component is operational and accessible when re-
formance efficiency and reliability can be specifien-  quired for use.

cerns of users who specialize in areas of contelit-d «  Fault tolerance: The degree to which a system,
ery, management, or maintenance. The performarfice ef product, or component operates as intended, i it
ciency concept proposed in ISO 25010 has three sulthe presence of hardware or software faults, and
concepts: 1) time behavior, 2) resource utilizatemmd 3) ¢  Recoverability: The degree to which a product or
capacity, while the reliability concept has foubston- system can recover data directly affected in theneof
cepts: 1) maturity, 2) availability, 3) fault toterce, and  an interruption or a failure and be restored todésired

4) recoverability. In this research, we have selg¢gier-  state.

formance efficiency and reliability as concepts ta-

termining the performance of CCS. Both Jain's peapo 3.2.Definition of a performance context diagram

for Cloud Computing
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Now that the CCS performance measurement conceptas: software applications, hardware system, anaanit
and sub concepts have been identified, a contagralin system.

will be helpful that shows the relationships betwelee .
performance sub concepts proposed by ISO 25010 ané' Design of Performance Measurement
Framework for Cloud Computing

the performance measurement perspective presegted b

Jain, as well as the logical sequence in whichsile  4.1. The COSMIC measurement method model

concepts appear when a performance issue arisas in _ .
CCS (see Figure 3). The ISO 19761 COSMIC v 3.0 Functional Size Meas-

In this figure, system performance is determinedvay ~ Ureément Method (FSM) [11] defines an explicit model
main sub concepts: 1) performance efficiency, apd 2 software functionality derived from the functionaser
reliability. As explained previously, when a CCS re requirements (FUR). FUR describe the functionatigt
ceives a service request, there are three possie  the software or system is to execute (sometimes als
comes (the service is performed correctly, theiseris ~ KNOWn as system capabilities). According to thishod,
performed incorrectly, or the service cannot be- per €ach FUR is represented by one or more functiorel p
formed). The outcome will determine the sub corgept C€SSes within the piece of software to which it besn

that will be applied for performance measuremeot. F allocated. In turn, each functional process isesgnted
example, suppose that the CCS performs a serviee co by sub processes, which can be of the data movement
rectly, but, during its execution, the service ddiland  YP€ Or the data transform type.

was later reinstated. Although the service wasnaitely Based on this explicit model of functionality, fodata
performed successfully, it is clear that the systemila- ~ Movement types are recognized (Entry, Exit, Read, a

mised, and this affected CCS performance. software_adapted from Figure 12.4, p. 256 of [12])._
According to the COSMIC model [12], software is de-

limited by hardware, as shown on the left-hand sitle
& Figure 4: software can be used by a user, an esigide

Garvice raquast device, or other software through I/O hardwarehsas a

i | keyboard, a printer, a mouse, etc. In additiordegscted

LeT T TTTTTT T Sae on the right-hand side of Figure 4, software isndigéd

o Performance Ry by persistent storage hardware, like a hard dislusT
N ™ software functionality can be viewed as a flow aftal

Sarvice performed X A N
groups characterized Entry, Exit, Read, and Wra&ad
[ Cortactly sLa) ] [ i!‘;jg:}:i;‘ﬁ'; movements. The Entry and Exit data movements allow

the exchange of data with the user across the #@-h

\_h_d

tystem
unablz te

Figure 3. Context diagram for Cloud Computing
performance measurement.
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As illustrated above, CCS performance can be based Beundary
two main concepts: 1) performance efficiency, and 2
reliability. Performance efficiency will determingne
amount of resources used for a period of time, eviat
liability will determine the degree to which a st
successfully performs specified functions during th 4.2.Performance Measurement Framework for

same period. Resources include all CCS element$, su Cloud Computing systems

Figure 4. COSMIC model of generic software — adapte
from Figure 12.4 of [12].
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Al-Sarayreh [13] notes that different abstracticare
typically used for different measurement purpodes.
example, in real-time software, users are typicadly
placed by engineered devices that interact direstiti
the software; that is, the users are I/O hardwarether
domains, like business application software, fanegle,
the abstraction commonly assumes that the usemsnare
or more humans who interact directly with the saitey

ignoring the I/O hardware/software boundary.
Based on the COSMIC model of generic software andsoftware systems). A number of terms have beertiiden
the abstractions mentioned above, our proposedjesi fied that represent key aspects of measurementhase

for the generic PMF for CC is presented in Figure 5

1
I a— e Performance
V| { characteristics
: E; Entrighs —
L E [_r$ Efficicncy sub-
ETV characteristics
: ";;, | Entries ~Entries
1 = ] & R
: = : Euits Exits
2 . ~

= | Exity 7 .
| = ! Reliahility sub-
LOEY characteristics
| — \\\
I ~

f— T e m e e e e em—m———— - - -

1
Eoundary

Figure 5. Generic performance measurement framework

for CC.

The left-hand side of Figure 5 presents the CCHid=n
are the detailed attributes that determine CCSoperf
mance: for example, system attributes such as memor
use, CPU loads, network information, etc., as vasll
user application attributes, such as successfully- p
formed tasks, error tasks, etc. These attribuiesised to
quantify the efficiency and reliability conceptsdbgh
various measurement functions to be able to sdiisfy-

tional requirements.

These measurement functions provide an interpogtati
of the system attributes, i.e. they assign valweshe
properties. A target value of the attribute measaepee-
sents a system requirement, i.e. the required \aitlee
availability property. Similarly, the actual valud the
measurement represents the observed level of aatisf

tion of the requirement.

ﬁ :

A

Slorase System

Once the generic PMF for CCS has been defined, the
next step is to identify the various terms relatedger-
formance concepts (refer to Figure 3) that repiteten
system attributes, and which can be measured Bs®ss
whether or not the CCS satisfies the system require
ments. We chose the ECSS [14] and ISO 25010 [9]
standards to carry out an inventory of requirentems
(both standards are recognized guidelines useccan a
demia and by practitioners to define both hardwsare

have been included in the proposed performanceefram
work.

These terms are grouped into functions, which are r
sponsible for conducting the measurement procesg us
a combination of base measures. They are associated
with the corresponding 1ISO 25010 quality concepts,
presented in Table 1.

Table 1. Terms associated with performance sub coepts.

So, the above measurement functions share common
base measures between the concepts using intetmedia
Entries and Exits as communication channels. A base

measure is the result of the measurement of aietr
obtained through a measurement method. The righd-ha
side of the figure shows the system that storedithe-
tion results to be used to determine CCS performanc
through, for example, an analysis model.

4.3.ldentification of terms associated with

performance

Copyright © 2011 SciRes.
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Maximum response Recoverability

time Resource utili-
Observation time zation
Operation time Time behavior
Recovery time

Repair time
Response time
Task time
Time I/O devices
occupied
Transmission response
time
Turnaround time
Transmission errors ~ Transmission Availability
Transmission capacity  function Capacity
Transmission ratio Maturity
Recoverability
Resource utili-
zation 2asurement Framework ifmud>Computing
Time behavior
measures needed. In turn, these base measures-are i
putted to a time function that calculates a derinezhs-
. ure of the time concept. The intermediate servi& (
4.4. Ifjrgtriutla(\a/\(/jork performance measurement  ompines the derived measures of each functioreto d

termine a measurement of the availability concépat t
contributes to CCS performance, along with the rothe

Now that the terms related to the performance qutisce _ '
concept measures defined in the framework.

have been identified and categorized, it is pasébthe

It is important to mention that this measuremert-pr

-1 Comment ai re [ Al]: This looks
strange in English: please verify the
whole sentence

a more detailed view of the PMF for CC. These fiomst
would be interconnected through an intermediateicer

then grouped together, depending on the desirexpper

that shares common base measures, reducing theenumbtive: user, developer, or maintainer.

of operations in the measurement process at the ¢iim
calculation.
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Figure 6. Detailed performance measurement model fo
CC.

The resulting PMF is composed of seven quality con-

cepts which are presented on the left-hand sidéguire
6. Each concept is measured using the five basic-fu
tions that will share base measures through amiretei-
ate service (IS). This means that the IS will shraseilts
from the measurement processes of each function.

It is important to mention that this PMF proposdt a
dresses the generic requirements for capturingddia
needed for the context diagram presented eantidfjg-
ure 3. These data can be collected using autonukizd
collection software.

4.5.Example of measurement of the availability
concept

Finally, the performance analysis of the CCS is-sup
ported by an analysis model to help interpret #wults
by relating them to the initial performance reqoients.

5. Summary, Contributions, and Future
Work

Cloud Computing is an Internet-based technologyedim
at processing very large amounts of data in a raffre
cient way, and one of its most important challenges
deliver a high level of tolerance to faults and raaties.
This paper proposes a performance measurement
framework for Cloud Computing systems. Such frame-
work should define the elements necessary to measur
"cluster behavior" using software quality concefise
design of our framework is based on the concepiaesf
trology, along with aspects of software qualityedity
related to the performance concept, which are addre
in the ISO 25010 international standard. We found
through our literature search that the performagite
ciency and reliability concepts are closely asdedia
with the measurement perspective of Jain. As altresu
this research proposal integrates 1ISO 25010 cos@efot
Jain’s perspective for the performance measurewfent
information systems. The terminology and vocabulary
associated with performance are aligned with mafiy d
ferent international standards, such as ECSS. fliisis
performance measurement framework for Cloud Compu-
ting systems (see Figure 5) was designed basetheon t
COSMIC proposal that models generic software, and
includes the functions required to measure perfagea
This research work proposes a novel performance
measurement framework for Cloud Computing systems.
It defines the basis for the design of a measurémen
method and will make it possible to measure theu@lo
Computing concepts that are directly related tdfquer
mance.

Using the proposed PMF for CC, we can demonstrate ey research is needed for the design of measur

how to measure the Cloud availability concept. This
concept (shown in Table |) is determined by usimge
functions: 1) the time function, 2) the task funati and
3) the transmission function. For example, a timect
tion can use several different measurements, ssch
CPU user utilization, job duration, and responseeti

ment methods and mechanisms to analyze the perfor-
mance of a real Cloud Computing application, which
could contribute to validating our proposed perfante
measurement framework. Such evaluation work wil in

%lude the definition and description of various ided

measures which will be mapped to the functionstiden

These measurements are obtained through a measurgz, during our literature review. We therefore esp

ment method that uses a data collector to obt&rbtse

Copyright © 2011 SciRes.
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that in future research a model will be proposedria-
lyze the "normal node behavior" of a Cloud Computing

Cluster, in order to enable the detection of pdssib [14]

anomalies that affect Cloud Computing system perfor
mance.
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